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What is a Sandbox?

e Rather than saving data in normal memory as

provided by windows, Sandboxie "Hides" all the data

In a "Sandbox"

Empty Space

= Windows, Program Files
and Documents

= Hew Content
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Hard disk (with sandbox)




12/15/2013

How does this protect me?

 Sandboxie changes the rules such that write
operations do not make it back to your hard disk.

* Intercept changes to both your files and registry
settings, making it virtually impossible for any
software to reach outside the sandbox.

 Traps cached browser items into the sandbox as a
by-product of normal operation, so when you throw
away the sandbox, all the history records and other
side-effects of your browsing disappear as well.

Installing

 Will automatically attach itself to default browser
* If you are using Windows 8 IE, make sure you set

ral | Security | Privacy onn ams | Advanced

Tools/Internet Options/

=1 Choose ho open lin
si

% Enable or disable browser add-ons
=1 installed in venr sustem. Manage add-ons

e Download from:
« http://www.sandboxie.com/index.php?DownloadSandboxie
» Accept All Defaults

» Will add this icon to desktop
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How do | get to
downloaded programs?

« Sandboxie adds an icon in the notification (bottom right) area

of the screen
2:10 PM
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* Clicking on this icon allows you to access the sandbox

File  View Sandbox Configure  Help

Program Nan—.| DefaultBox Run Sandboxed L>

ﬂ Create New Sandbox Terminate Programs

Set Container Folder Quick Recovery
Set Layout and Groups Delete Contents
| Explore Contenfs | 5
'he Sandbox Looks Like the
Systel n File Area
s PC » Win8-Dell (C) » Sandbox » howard » DefaultBox »
MName Date modified Type Size
. drive 11/20/2013 &41 PM  File folder
| user ) File folder
desktop.ini 20/2013 &40 PM - Configuration sett... TKB
| DONT-USETXT /2072013 &40 PM Text Document 1KB
__| RegHive (1472013 2224 PM  File 256 KB
» Downloads can be found here \_\\
v This PC » Win8-Dell (C:) » Sandbox » howard » DefaultBox » user b\cilrrent » Downloads
4 Name 3 Date modified Type Size

(;,’ Sandboxielnstall.exe 12/14/2013 223 PM  Application 2,540 KB
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Easy way to recover
downloaded files

Sandboxie Control

File  View | Sandbox | Configure Help

Program Nar‘rl DefaultBox 1 Run Sandboxed 4
{:) Sandbao Create Mew Sandbox Terminate Programs
Set Container Folder | Quick Recovery
Set Layout and Groups Delete Clﬁ\‘i\tents

Explore Contents
* Downloads can be found here

~

Easy way to recover
downloaded files

Quick Recovery - DefaultBox

The files listed below are eligible for quick recovery from the sandboe.  Select a file or folder and click either of the Recover
buttons below to recover the selected item.

Recoverta =[5 Downloads

Same Folder
Sandboxielnstall.exe (2 MB)

Recoverta

Any Folder

Add Folder
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Adding other Programs

* Click here . &10PM

12/14/2013

File View [ Sandbox | Configure Help
.Then Programl\larr” DefaultBox Run Sandboxed r

Create New 5andbox Terminate Programs

Set Container Folder Quick Recovery

[t

Set Layout and Groups Delete Contents

Explore Contents

| Sandbox Settings

Rename Sandbox

Remove Sandbox

Adding other Programs

« Expand

A I. t. m Appearance
R:
pp Ica IonS _D::;:ry Sandboxed programs running under the supervision of Sandboxie will show the

.. Program Groups Sandboxie [#] indicator in the window title

« Select Emalil

-Program Stop

Reader

- Restrictions Ifthe following setting is enabled, the window title will also display the name of this
-Resource Access sandbox

- Applications [%

- Web Browser [[] Show sandbox name in window title
- Email Reader

[[1Don't show Sandboxie indicator in the window title

PDF/Printing

- Security/Privacy
Desktop Utilities

.. Download Managers

- Miscellaneous Display a border around the window
All Applications

- Local

.. Folders Display the border only when the mouse cursor is in the window fitle
Accessibility

program

Sandboxie can display a thick border around a window which belongs to a sandboxed

10
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Adding other Programs

¢ Select Your Email 3 Sandbox Settings - DefaultBox [-1=
Reader |~ Appearance | EmalReader
+- Recovery
. 2. Delete The following exclusions allow Email readers running in this sandbox to access mailbox
° - Or Just access - Pragram Groups files outside the sandbox
1 +- Program Start I .
emall thru your £ Program Stop [[ 1 Outlook Express Al
browser Fl Vigation [ 1 Ofice Ouok
+- Restrictions [ ] Office Outlook + NEQ Pro
- Resource Adcess [ ] Office Outiook + Copernic Desktop Search -
G- Applications [ ] Office Outlook + avastl Mail Scanner [%
t ¥ B’OW_SH [ ] Office Outlook + Rainlendar
bl [ 1 Windows Vista Mail
SDF’P_t”y",S“_g [ ] Windows Live Mal
BCUMTy/Privacy e
Desktop Utilities el Bhinderic
¢ Downinad Manzgers [ 1 OpenPGP for Thunderbird
Miscellaneous [ 1 EEEIMOAI’]IK(.&:V v
LA” A‘pph(atlnm Ta specify folder locations for your applications, see the Folders page.
i Local

Adding other Programs

« Right Click a ;
Link on the </
desktop

ICOMTEtEs
ol Open

Open file location

Pin to Start menu (Classic Shell)
F‘E Run as administrator

Mowve to my Vive folder

"-';;9 Run Sandhﬂgd

Troublesh comupatibilibe
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Adding other Programs

* Navigate to

. A v Disk D (D) » Program Files » MetMeeting
program file
° nght CI|Ck Mame : Date modified
|| Blip.wav 8/10/2004 5:00 AM
&/ callcont.dll 4/13/2008 5:11 PM
B ch32.exe _ 8/10/2004 5:00 AM
& conf.exe Open
%] confrmrsldll E‘_.;' Run as administrator
%] deap32.dil Mowve to my Viive folder
| h323cc.dl @ RunSandboxed
%] mst120.dll . .Trur%.eshunt compatibility

Notes

* Nag Screen: The only downside to the FREE version of Sandboxie
Is that 30 days after installation,
 a Nag screen pops up most every time you use it with a 5 second delay

telling you that the Nag delay will go away permanently if you buy a
registered license for Sandboxie.

e Currently about $15.00 per year for a single PC license.

» When Sandboxie Control displays a warning or notification
message box, it usually includes a checkbox labeled In the future,
don't show this message. If you mark the checkbox, that
particular message will not be displayed again.
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References

* Official "getting Started"
http://www.sandboxie.com/index.php?GettingStarted

e Other Tutorials http://www.sandboxie.com/?ExternalTutorials
» More Help http://www.sandboxie.com/index.php?HelpTopics
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