Agenda

e Password Manager - What is it?

e Password Manager - Why should T
use one?

e KeePass - Open Source

e Why Do I need KeePass

e Where do I Store Passwords

e Screen Demo

e Store In Cloud Demo

http://www.scscc.club/



e KeePass is a password
manager/database that allows you to
manage all your passwords in a safe,
secure way.

o Access with one unique password

o All passwords safely stored in
one encrypted file

o Eliminates the need to remember
multiple passwords

o Can store other information and
account details

o Access from multiple devices




e A 2013 poll of 1805 adults aged 16
and over, discovered that 55% of
them used the same password for
most - if not all web sites they
visit.

e A five-letter password has 10
billion possible combinations, that
means it can be cracked in five
seconds. Compare that to six
characters (500 seconds), seven
letters (13 hours), and eight
characters (57 days).
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e Eliminate the need for sticky notes,
paper records

e Facilitates using unique passwords
for each site

e Passwords are stored in an
encrypted database file

e Store locally or in the cloud



e KeePass is an Open Source program

o Open-source software (OSS) is
computer software with
its source code made available with
a license in which the copyright
holder provides the rights to
study, change, and distribute
the software to anyone and for
any purpose. Open-source
software may be developed in a
collaborative public manner.

e FREE


https://keepass.info/index.html

e Upgrades

e Documentation
o Online tutorials

o https://sourceforge.net/p/keepas
s/discussion/



https://sourceforge.net/p/keepass/discussion/
https://sourceforge.net/p/keepass/discussion/

e Scraps of paper

e Sticky Notes

e Excel spreadsheet or Word Doc
e Secret File on computer

e Don't Store Them

OR

o KeePass
e Encrypted Database
e Single Password to Access

With KeePass you can:

Store In Cloud - Google Drive and
sync your devices



Access with:
Android Phone/Tablet
iPhone or iPad
Laptop
PC

Download from http://keepass.info/download.html

. Download V2.38 Installer
. Depending on your browser settings, you may need to
look in your download folder


http://keepass.info/download.html

. Installation:

To install KeePass, run the KeePass-2.xx-Setup.exe file and follow the
wizard.

. Accept the default language English

. Accept full installation option with all the boxes checked

. Decide if you want a Desktop Shortcut and/or a Quick Launch shortcut and
check the appropriate boxes



. When you click Finish, KeePass will launch to this screen

File Edit View Teocls Help
Ld & . g .
Title Llzer Mame Pazzword LIRL Motes
0 of 0 selected Ready.
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You will have the opportunity to select where your password database will be
stored. You can keep the default which should be your documents folder or
specify a location

KeePass pod

o New Database

Your data will be stared in a KeePass database file, which
Is a regular file. After clicking [QK], you will be prompted

to specify the location where KeePass should save this
file.

It is important that you remember where the database
file is stored.

You should regularly create a backup of the database file
(onto an independent data storage device).

] Cancel
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You will then be asked to enter a Master Password, this is the key to the database program
and allows you to only need to remember one password.

This password should be secure since it will unlock your database which will contain all you
other passwords

A strong password consists of at least six characters (and the more characters, the
stronger the password) that are a combination of letters, numbers and symbols (@, #, $,
%, etc.) if allowed. Passwords are typically case-sensitive, so a strong password contains
letters in both uppercase and lowercase.

An eight character password with both uppercase, lowercase, number and characters would
be a good choice.

Ma3ineSt@04106
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(@ Open Database - MyDafahase.I{dh:{

Enter Master Key

DolkdvDatabase kdbx

Master Password: essssssssssssns E
| Key File: |[Hu:ur'|e] ""| | Fr} |
| Windows User Account

i [ Help [ aE, ][ Cancel

% 1 ——
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Under File, Database Settings you can give your database a name and description

This could be a name that has nothing to do with passwords

Xmas list 2011 for further protection.This set of screens offers a lot of

@ Create Mew Database - Step 3

»

Database Setlings
N

Here you can configure various database settings.

General Securty Compression Recycle Bin  Advanced

Database name:

Enter a name for the database orleave it empty.

Database description:

Enter a short description of the database or leave it empty.

Default user name for new entries:

[] Custom database color:

Help

RETOV,

Opportunities to customize you KeePass database and is worth looking at, although the
defaults are fine.
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On this screen, you have the opportunity to divide you passwords in categories

I simply put everything under General but you may want to explore you organization

options

@ MewDatabase kdbx* - KeePass — d it

File  Edit View Tools Help

4 & HF <€~ 2 & Search... - 5]

NewDatabase kabx" | NewDatabase kdbx :

[ NewDatabase Title User Mame Password URL Motes {
Sj:j:‘:us &?Sample En.. UserMame — *F https://keep.. Motes
:; Network &)Sample En... Michael321 R https://keep...
@ Internet
= eMail

@5 Homebanking

0 of 2 selected Ready.
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To add an entry, double click on the key icon

A screen opens as shown with a suggested password - you can change this

(@ Add Entry *

Add E
Q{h Create ;“r-grnr entry.

Entry  Advanced Propeties Auto-Type History
Title: | | leon: | 2
Username: | |
Password: | TYYTYYTYTTTYTTTYTTR | [oee ]
Repeat: [sssssssacscssscannss | | <2
Qualty: I ¢ b= 20ch.
URL: | |
Notes:
[ Expires: | 3/25/2018 12:00:00 AM B-] &
5% Tools Cancel
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(@ Add Entry *

Q(' Add Eniry

‘\ Create a new eniry.

Entry  Advanced Propeties Auto-Type History

Title: | | lcon: ﬁ

|ser name: |
Password: Z¥GFrgtabT7hlitgURxyl | | (T
Repeat:

Quaity: I 116 bis 20ch.
URL: |

Motes:

[ Expires: | 3/25/2018 12:00:00 AM B+ Q)

K[ cmes | |
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Entry  Advanced Properties Auto-Type

Title:

Lser name:

Password:
Cuality:
LIRL:

Motes:

[ ] Expires:

Histony
Whiz Bang Widgets lcon: Cf:’
joeblow @joeblow .com
45cSecond*Peorial (T 1]
<
I c b= Tl 18ch.

http:/Aevww whizbangwidgets .com

3/25/18

with my Discover card |

This ig the site | found that special musical hom for my golf cart

| setup an account using my PayPal account but | made the first purchase

3/25/2018 12:00:00 AM

% Tools

OK

Cancel
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Search Feature

(@ NewDatabase kdbx - KeePass — O >
File Edit View Tools Help
o H €& U®-9& 2 F-| @M @
MewDatabase kdbx* MNewDatabase kdbx
& NewDatabase Title User Mame Password URL Motes
=i General General
24 Windows
= /2WhizBan... joeblow@jo.. 456Second*.. httpy/www... 3/25/18 This is the
Q Network e e e e e
@ Internet
=) eMail

% Homebanking

Group: General, Title: Whiz Bang Widgets, User Name: joeblow@joeblow.com, Password: 4565econd*Peoria)$, URL:
http: /S www.whizbangwidgets.com, Creation Time: 3/25/2018 2:45:11 PM, Last Modification Time: 3/25/2018 2:52:19
P

w

1 of 1 selected 1 entry found.
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The KeePass database can be used to store all sorts of information

e User names and passwords

e Web site URL's you want to remember
e Subscription information, dates, prices
e Medical Information - current med list
e Bank account information

Can be synced to a Google drive for access from the cloud with phone, laptop or
tablet.
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(@) Edit Entry

Q( Edit Entry

You're editing an existing entry.

Ertry  Advanced Properies Auto-Type History

Title: boogle - LSLA lcon: Cf:’
Username:  |jwilkinson@ittlesebagolake .com
Password: m ses
Fepeat: -L,E
Quaity: 39 bits 3ch.
LIRL: hittp /A youtube comAwatch He=kb_0H433H508feature=youtu be
Motes: |Gmai|:jwilkinsnn.I'rttlesebagnlake@gmail.cnm Pw_
YouTube nickname - Little SebagoLake
(Rt fwww youtube .comSwatch =k & 0H433HBodfeature=youtu.be
[ ] Expires: 4/ 8/2018 12:00:00 AM @ E}
5 Tools oK Cancel
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'l i
@ MyDatabase.kdbx - KeePass lE ﬂu

File  Edit

L& H

W ey

Taals

Help

L- VG- |Q &F-

I_N ewD atabaze kdbx | MyDatabaze kdbx |

(%]

e MyD atabaze
i General
@ Windows
M etwork,
Internet
e ail
5% Homeharking
4 lj) 0 Group

4 L] 1 Group

[[%] 2 Group
4 E 3 Group
4 @ 4 Group
[ 1] 5 Group
4 &P EGroup
ﬁ ¥ Group

E 3 Group

e o

.

m

-

h@h

Group: Mebwork, Title: Sample #11, User Hame: Anonpmouz, Passwol
12102007 21:47.07, Last Access Time: 15.07 2013 14:46:47 Lagt M

Some MNotes

Title Ilzer Mame Pazsward LIRL Motes
Ee Sample #11 Anonymogs s Lo s Comnc hlat
@ Sample #28 Anonymous Lﬁ Copy Uszer Mame Cirl+B
i:-_! Sample #29  Anorwmouz | T Copy Pazsword Chel+ 0

':;’3} Sample #35 Anonymous URL(s)
@ Sample #47 Anonprmous
@Y Sample #50  Anorymous -%J Perform Auta-Type  Cirl+y
.ﬁ!] Sample #73 Anonymous
if‘i}ﬁample Y Anonymous CE Add Entry... el +]
Sample #30 Anonymous Gﬁ,’ Edittiew Entry... Return
E Sample #31 Anonymous €= Duplicate Entry
!‘_?_'1 Sample #37 Anonymaous ¢3§ Del E Enf
f_f*?j Sample #37 Anonprmous slete Entry n
@' Sample #1171 Anonpmous Selected Entries
= Sample #114  Anorgmous Select All i+
Clipboard
Rearrange

Feady.

1 of 146 zelected BH
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(@ Edit Entry >

Q“/a Edit Entry

You're editing an existing entry.

Ertry  Advanced Properties Auto-Type History
Title: DMVNVY com lcon: 5;"..'-3* |
Username: |cleameadows11&gmail.com
Fassword: E = e
Fepeat: f__-!?'"
Quality: D 47 bits 9ch.
LRL: bt A .dmvn .com
Motes: 7246
D1
Izsue: 1721
Expires: 1/26./ g
License Plate 280-384
WVIN: BM
!
[ ] Expires: 4/ 872018 12:00:00 AM B E] [
#5 Tools OK Cancel
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